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Recap: Optimization and Privacy
Ø We solve training/optimization problems that depend on data

2

Ø The optimizer 𝑤∗ may contain a lot of information

Ø This high-dimensional 𝑤∗ can encode a lot of info about data
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Abstract

It has become common to publish large (billion parameter)
language models that have been trained on private datasets.
This paper demonstrates that in such settings, an adversary can
perform a training data extraction attack to recover individual
training examples by querying the language model.

We demonstrate our attack on GPT-2, a language model
trained on scrapes of the public Internet, and are able to extract
hundreds of verbatim text sequences from the model’s training
data. These extracted examples include (public) personally
identifiable information (names, phone numbers, and email
addresses), IRC conversations, code, and 128-bit UUIDs. Our
attack is possible even though each of the above sequences
are included in just one document in the training data.

We comprehensively evaluate our extraction attack to un-
derstand the factors that contribute to its success. For example,
we find that larger models are more vulnerable than smaller
models. We conclude by drawing lessons and discussing pos-
sible safeguards for training large language models.

1 Introduction

Language models (LMs)—statistical models which assign a
probability to a sequence of words—are fundamental to many
natural language processing tasks. Modern neural-network-
based LMs use very large model architectures (e.g., 175 bil-
lion parameters [5]) and train on massive datasets (e.g., nearly
a terabyte of English text [51]). This scaling increases the
ability of LMs to generate fluent natural language [49,68,70],
and also allows them to be applied to a plethora of other
tasks [25, 34, 51], even without updating their parameters [5].

At the same time, machine learning models are known
to leak information about their (potentially private) training
data—both in general [42, 60] and in the specific case of
language models [6, 40]. For instance, for certain models it is
known that adversaries can apply membership inference [60]
to predict if a given example was in the training data.

GPT-2
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Figure 1: Our extraction attack. Given query access to a
neural network language model, we extract an individual per-
son’s name, email address, phone number, fax number, and
physical address. The example in this figure shows informa-
tion that is all accurate so we redact it to protect privacy.

Such privacy leakage is typically associated with overfitting
[69]—when a model’s training error is significantly lower
than its test error—because overfitting often indicates that a
model has memorized examples from its training set. Indeed,
overfitting is a sufficient condition for privacy leakage [67]
and many attacks work by exploiting overfitting [60].

The association between overfitting and memorization has—
erroneously—led many to assume that state-of-the-art LMs
will not leak information about their training data. Because
these models are often trained on massive de-duplicated
datasets only for a single epoch [5, 51], they exhibit little
to no overfitting [49]. Accordingly, the prevailing wisdom has
been that “the degree of copying with respect to any given
work is likely to be, at most, de minimis” [66] and that models
do not significantly memorize any particular training example.
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[Carlini et al 2021] 
Figure 1: An image recovered using a new model in-
version attack (left) and a training set image of the
victim (right). The attacker is given only the per-
son’s name and access to a facial recognition system
that returns a class confidence score.

Consider a model defining a function f that takes input a
feature vector x1, . . . ,xd for some feature dimension d and
outputs a prediction y = f(x1, . . . ,xd). In the model in-
version attack of Fredrikson et al. [13], an adversarial client
uses black-box access to f to infer a sensitive feature, say
x1, given some knowledge about the other features and the
dependent value y, error statistics regarding the model, and
marginal priors for individual variables. Their algorithm is
a maximum a posteriori (MAP) estimator that picks the
value for x1 which maximizes the probability of having ob-
served the known values (under some seemingly reasonable
independence assumptions). To do so, however, requires
computing f(x1, . . . ,xd) for every possible value of x1 (and
any other unknown features). This limits its applicability
to settings where x1 takes on only a limited set of possible
values.
Our first contribution is evaluating their MAP estima-

tor in a new context. We perform a case study showing
that it provides only limited e↵ectiveness in estimating sen-
sitive features (marital infidelity and pornographic viewing
habits) in decision-tree models currently hosted on BigML’s
model gallery [4]. In particular the false positive rate is too
high: our experiments show that the Fredrikson et al. algo-
rithm would incorrectly conclude, for example, that a per-
son (known to be in the training set) watched pornographic
videos in the past year almost 60% of the time. This might
suggest that inversion is not a significant risk, but in fact we
show new attacks that can significantly improve inversion
e�cacy.

White-box decision tree attacks. Investigating the ac-
tual data available via the BigML service APIs, one sees that
model descriptions include more information than leveraged
in the black-box attack. In particular, they provide the
count of instances from the training set that match each
path in the decision tree. Dividing by the total number of
instances gives a confidence in the classification. While a
priori this additional information may seem innocuous, we
show that it can in fact be exploited.
We give a new MAP estimator that uses the confidence

information in the white-box setting to infer sensitive in-
formation with no false positives when tested against two
di↵erent BigML decision tree models. This high precision
holds for target subjects who are known to be in the training
data, while the estimator’s precision is significantly worse
for those not in the training data set. This demonstrates
that publishing these models poses a privacy risk for those
contributing to the training data.

Our new estimator, as well as the Fredrikson et al. one,
query or run predictions a number of times that is linear
in the number of possible values of the target sensitive fea-
ture(s). Thus they do not extend to settings where features
have exponentially large domains, or when we want to invert
a large number of features from small domains.

Extracting faces from neural networks. An example
of a tricky setting with large-dimension, large-domain data
is facial recognition: features are vectors of floating-point
pixel data. In theory, a solution to this large-domain in-
version problem might enable, for example, an attacker to
use a facial recognition API to recover an image of a person
given just their name (the class label). Of course this would
seem impossible in the black-box setting if the API returns
answers to queries that are just a class label. Inspecting fa-
cial recognition APIs, it turns out that it is common to give
floating-point confidence measures along with the class label
(person’s name). This enables us to craft attacks that cast
the inversion task as an optimization problem: find the input

that maximizes the returned confidence, subject to the clas-

sification also matching the target. We give an algorithm for
solving this problem that uses gradient descent along with
modifications specific to this domain. It is e�cient, despite
the exponentially large search space: reconstruction com-
pletes in as few as 1.4 seconds in many cases, and in 10–20
minutes for more complex models in the white-box setting.
We apply this attack to a number of typical neural network-

style facial recognition algorithms, including a softmax clas-
sifier, a multilayer perceptron, and a stacked denoising auto-
encoder. As can be seen in Figure 1, the recovered image
is not perfect. To quantify e�cacy, we perform experiments
using Amazon’s Mechanical Turk to see if humans can use
the recovered image to correctly pick the target person out of
a line up. Skilled humans (defined in Section 5) can correctly
do so for the softmax classifier with close to 95% accuracy
(average performance across all workers is above 80%). The
results are worse for the other two algorithms, but still beat
random guessing by a large amount. We also investigate re-
lated attacks in the facial recognition setting, such as using
model inversion to help identify a person given a blurred-out
picture of their face.

Countermeasures. We provide a preliminary exploration
of countermeasures. We show empirically that simple mech-
anisms including taking sensitive features into account while
using training decision trees and rounding reported confi-
dence values can drastically reduce the e↵ectiveness of our
attacks. We have not yet evaluated whether MI attacks
might be adapted to these countermeasures, and this sug-
gests the need for future research on MI-resistant ML.

Summary. We explore privacy issues in ML APIs, showing
that confidence information can be exploited by adversar-
ial clients in order to mount model inversion attacks. We
provide new model inversion algorithms that can be used
to infer sensitive features from decision trees hosted on ML
services, or to extract images of training subjects from facial
recognition models. We evaluate these attacks on real data,
and show that models trained over datasets involving survey
respondents pose significant risks to feature confidentiality,
and that recognizable images of people’s faces can be ex-
tracted from facial recognition models. We evaluate prelim-
inary countermeasures that mitigate the attacks we develop,
and might help prevent future attacks.

Figure 1: An image recovered using a new model in-
version attack (left) and a training set image of the
victim (right). The attacker is given only the per-
son’s name and access to a facial recognition system
that returns a class confidence score.

Consider a model defining a function f that takes input a
feature vector x1, . . . ,xd for some feature dimension d and
outputs a prediction y = f(x1, . . . ,xd). In the model in-
version attack of Fredrikson et al. [13], an adversarial client
uses black-box access to f to infer a sensitive feature, say
x1, given some knowledge about the other features and the
dependent value y, error statistics regarding the model, and
marginal priors for individual variables. Their algorithm is
a maximum a posteriori (MAP) estimator that picks the
value for x1 which maximizes the probability of having ob-
served the known values (under some seemingly reasonable
independence assumptions). To do so, however, requires
computing f(x1, . . . ,xd) for every possible value of x1 (and
any other unknown features). This limits its applicability
to settings where x1 takes on only a limited set of possible
values.
Our first contribution is evaluating their MAP estima-

tor in a new context. We perform a case study showing
that it provides only limited e↵ectiveness in estimating sen-
sitive features (marital infidelity and pornographic viewing
habits) in decision-tree models currently hosted on BigML’s
model gallery [4]. In particular the false positive rate is too
high: our experiments show that the Fredrikson et al. algo-
rithm would incorrectly conclude, for example, that a per-
son (known to be in the training set) watched pornographic
videos in the past year almost 60% of the time. This might
suggest that inversion is not a significant risk, but in fact we
show new attacks that can significantly improve inversion
e�cacy.

White-box decision tree attacks. Investigating the ac-
tual data available via the BigML service APIs, one sees that
model descriptions include more information than leveraged
in the black-box attack. In particular, they provide the
count of instances from the training set that match each
path in the decision tree. Dividing by the total number of
instances gives a confidence in the classification. While a
priori this additional information may seem innocuous, we
show that it can in fact be exploited.
We give a new MAP estimator that uses the confidence

information in the white-box setting to infer sensitive in-
formation with no false positives when tested against two
di↵erent BigML decision tree models. This high precision
holds for target subjects who are known to be in the training
data, while the estimator’s precision is significantly worse
for those not in the training data set. This demonstrates
that publishing these models poses a privacy risk for those
contributing to the training data.

Our new estimator, as well as the Fredrikson et al. one,
query or run predictions a number of times that is linear
in the number of possible values of the target sensitive fea-
ture(s). Thus they do not extend to settings where features
have exponentially large domains, or when we want to invert
a large number of features from small domains.

Extracting faces from neural networks. An example
of a tricky setting with large-dimension, large-domain data
is facial recognition: features are vectors of floating-point
pixel data. In theory, a solution to this large-domain in-
version problem might enable, for example, an attacker to
use a facial recognition API to recover an image of a person
given just their name (the class label). Of course this would
seem impossible in the black-box setting if the API returns
answers to queries that are just a class label. Inspecting fa-
cial recognition APIs, it turns out that it is common to give
floating-point confidence measures along with the class label
(person’s name). This enables us to craft attacks that cast
the inversion task as an optimization problem: find the input

that maximizes the returned confidence, subject to the clas-

sification also matching the target. We give an algorithm for
solving this problem that uses gradient descent along with
modifications specific to this domain. It is e�cient, despite
the exponentially large search space: reconstruction com-
pletes in as few as 1.4 seconds in many cases, and in 10–20
minutes for more complex models in the white-box setting.
We apply this attack to a number of typical neural network-

style facial recognition algorithms, including a softmax clas-
sifier, a multilayer perceptron, and a stacked denoising auto-
encoder. As can be seen in Figure 1, the recovered image
is not perfect. To quantify e�cacy, we perform experiments
using Amazon’s Mechanical Turk to see if humans can use
the recovered image to correctly pick the target person out of
a line up. Skilled humans (defined in Section 5) can correctly
do so for the softmax classifier with close to 95% accuracy
(average performance across all workers is above 80%). The
results are worse for the other two algorithms, but still beat
random guessing by a large amount. We also investigate re-
lated attacks in the facial recognition setting, such as using
model inversion to help identify a person given a blurred-out
picture of their face.

Countermeasures. We provide a preliminary exploration
of countermeasures. We show empirically that simple mech-
anisms including taking sensitive features into account while
using training decision trees and rounding reported confi-
dence values can drastically reduce the e↵ectiveness of our
attacks. We have not yet evaluated whether MI attacks
might be adapted to these countermeasures, and this sug-
gests the need for future research on MI-resistant ML.

Summary. We explore privacy issues in ML APIs, showing
that confidence information can be exploited by adversar-
ial clients in order to mount model inversion attacks. We
provide new model inversion algorithms that can be used
to infer sensitive features from decision trees hosted on ML
services, or to extract images of training subjects from facial
recognition models. We evaluate these attacks on real data,
and show that models trained over datasets involving survey
respondents pose significant risks to feature confidentiality,
and that recognizable images of people’s faces can be ex-
tracted from facial recognition models. We evaluate prelim-
inary countermeasures that mitigate the attacks we develop,
and might help prevent future attacks.

Model
+ 

Individual’s 
name

[Fredrikson et al 2015]

Ø Attacks: Membership Inference, Model Inversion and Reconstruction, Training Data Extraction



Recap: (Pure) differential privacy
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Let 𝜖 > 0 and 𝑋 be the set of possible datasets.  A randomized algorithm 𝑀 ⋅ :𝑋 → 𝑂 is said to be 

𝜖 − differentially private if 

Pr 𝑀 𝐷 ∈ Ω ≤ e"	Pr 𝑀 𝐷′ ∈ Ω  for all Ω ⊆ 𝑂 and all neighboring datasets 𝐷,𝐷# ∈ 𝑋

Ø Proposed by Dwork, McSherry, Nissim, and. Smith [2017 Godel Prize]
Ø Property of the algorithm and not a particular output

Ø Smaller 𝜖 means more privacy

Ø It hold even if the adversary has arbitrary auxiliary information

Ø Hypothesis testing viewpoint

Ø 𝑀 ⋅  can even be public; only the randomness of the algorithm should be private



Recap: (Approximate) differential privacy
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Ø Motivation: Pure DP (δ=0) is often too restrictive

Ø 𝜖, 𝛿 − 𝐷𝑃 (Approximate DP) is a relaxation of 𝜖 − 𝐷𝑃 (Pure DP) 

Ø Example: Pure DP does not allow simply using additive Gaussian noise (why?)

Ø Gaussian noise has infinite tail

Ø To satisfy Pure DP, the probability ratio must be bounded everywhere

Pr 𝑓 𝐷 + 𝑧 = 𝑥
Pr(𝑓 𝐷! + 𝑧 = 𝑥)

=	?

Definition: Let 𝜖, 𝛿 > 0 and 𝑋 be the set of possible datasets.  A randomized algorithm 𝑀 ⋅ :𝑋 → 𝑂 

is said to be 𝜖, 𝛿 − differentially private if 

Pr 𝑀 𝐷 ∈ Ω ≤ e"	Pr 𝑀 𝐷′ ∈ Ω + 𝛿 for all Ω ⊆ 𝑂 and all neighboring datasets 𝐷,𝐷# ∈ 𝑋



Recap: (Approximate) differential privacy
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Definition: Let 𝜖, 𝛿 > 0 and 𝑋 be the set of possible datasets.  A randomized algorithm 𝑀 ⋅ :𝑋 → 𝑂 

is said to be 𝜖, 𝛿 − differentially private if 

Pr 𝑀 𝐷 ∈ Ω ≤ e"	Pr 𝑀 𝐷′ ∈ Ω + 𝛿 for all Ω ⊆ 𝑂 and all neighboring datasets 𝐷,𝐷# ∈ 𝑋

Connection to pure DP

Ø Definition: Consider two fixed datasets 𝐷,𝐷′, and a randomized mechanism	𝑀. The privacy loss 
random variable (PLRV) draws an outcome 𝑜 from 𝑀(𝐷) and outputs ln $(& ' ())

$(& '" ())
. In other words, 

the random variable takes the value of ln $(& ' ())
$(& '" ())

 with probability 𝑃 𝑀 𝐷 = 𝑜 .

Ø Theorem: If privacy loss is bounded by 𝜖 with probability ≥ 1− 𝛿, then the algorithm is 𝜖, 𝛿 − DP
ProofConverse?



Recap: Gaussian Mechanism
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Definition: Let 𝑓:𝑋 → 𝑅+. The ℓ, − sensitivity of 𝑓 is defined as

Δ, = sup','" ∥ 𝑓 𝐷 − 𝑓 𝐷# ∥,

where the supremum is taken over all neighboring datasets  𝐷 and 𝐷′

Recall: Zero-mean Gaussian distribution with variance	𝜎,: 𝑝 𝑥 = .
,/0#

exp − 1#

,0#
	

Theorem: Let 𝑓:𝑋 → 𝑅+ have the ℓ, − sensitivity Δ, and

𝑀 𝐷 = 𝑓 𝐷 + (𝑍., . . , 𝑍+)

Where 𝑍., … , 𝑍+ are iid Gaussian with variance 𝜎 =
2# , 34$.#&'

"
. Then 𝑀(⋅) is (𝜖, 𝛿) −	DP.

Example: Mean estimation: If data is bounded ( 𝑥5 , ≤ 𝑐), the sensitivity of the mean 
(assuming neighboring datasets defined by replacement) is Δ, = 2𝑐/𝑛



Recap: Properties of approximate DP
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Post-Processing: Let 𝑀:𝑋 → 𝑂 be (𝜖, 𝛿) − DP and let 𝐺:𝑂 → 𝑇 be an arbitrary (potentially randomized) 

mapping. Then, 𝐺(𝑀(⋅)) is also (𝜖, 𝛿) − DP.

Group Privacy: Let 𝑀:𝑋 → 𝑂 be (𝜖, 𝛿) − DP and let 𝐷 and 𝐷′ be two datasets that differ in 𝑘 entries. Then, 

for any Ω ∈ 𝑂, we have Pr 𝑀 𝐷 ∈ Ω ≤ e+"	Pr 𝑀 𝐷′ ∈ Ω + 𝛿 6
()7.
6)7.

	 .	

Use cases: Integer optimization/decisions, projections involved, etc.

Proof?



Recap: Composition Theorems
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Basic Adaptive Composition: Let 𝑀 = (𝑀., . . , 𝑀8)  be a sequence of algorithms where 𝑀5 is 𝜖5 , 𝛿5 − DP. 

The algorithms may be chosen adaptively. Then,  𝑀 ⋅  is 	∑5 𝜖5 , ∑5 𝛿5  − DP.

What does adaptive algorithm mean?
Set initial state 𝑠*
for 𝑡 = 1, … , 𝑇
        𝑀+ ← 𝑃𝑖𝑐𝑘_𝐴𝑙𝑔 𝑠*, … , 𝑠+,-
        𝑠+ 	← 𝑀+ 𝐷
return 𝑠-, … , 𝑠.

Ø Proof sketch
Ø Condition on the randomness of the 𝑃𝑖𝑐𝑘_𝐴𝑙𝑔(⋅)
Ø Unroll carefully 

Ø 𝑃𝑖𝑐𝑘_𝐴𝑙𝑔 ⋅  may be randomized

Ø Linear scaling in 𝑇𝜖. Can we improve it?



Recap: Composition Theorems
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Advanced Composition: Let 𝑀 = (𝑀., . . , 𝑀8)  be a sequence of 𝜖, 𝛿 − DP algorithms (may be chosen 

adaptively). Then,  for any 𝛿# > 0,	 𝑀 ⋅  is (𝜖#, 𝑇𝛿 +	𝛿#) − DP where 𝜖# = 𝜖 2𝑇 ln .
9"

+ 𝑇𝜖(𝑒" − 1) .

Corollary: Let 𝑀 = (𝑀., . . , 𝑀8)  be a sequence of 𝜖, 𝛿 − DP algorithms (may be chosen adaptively). To 

guarantee target privacy level 𝜖#, 𝑇𝛿 + 𝛿#  with 0 < 𝜖# < 1 and 𝛿# > 0, it suffices to choose	𝜖 ≤ ""

:8 34(./9")
 .

The two composition theorems do not contradict each other; they hold simultaneously



Recap: Differentially private optimization
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Ø Output perturbation

Ø Exponential mechanism

Ø Objective perturbation

Ø Privatizing the algorithm: DP-SGD

Ø Assume we want to train a model by solve

Ø Our algorithm returns 𝑤∗ that may reveal sensitive data. 

Ø How can we solve this optimization problem in a DP fashion?



Recap: DP optimization via output perturbation
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Ø Can we get the solution (output) and add noise to it to make it DP?

Ø Output perturbation: 𝑤<=5> = 𝑤∗ + 𝑧	

Ø How much noise should we add?

Ø Consider the ERM setting



Recap: Output perturbation: sensitivity lemma
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Ø Where 𝑥/ = 𝑥/! , 𝑥0 = 𝑥0! , … , 𝑥1 = 𝑥1′

Ø Bounding sensitivity: we need to bound ||𝑤∗ − 𝑤∗!||

Ø Do we need to add strongly convex regularizer? 

Theorem: Let ℓ ⋅, 𝑥  be 𝐿 − Lipschitz and convex; and 𝑅 𝑤  be 𝜇 − strongly convex. Then, ∥ 𝑤∗ − 𝑤∗! ∥/	≤
/3
41

Ø This bound is tight, why?

Ø Do we need Lipschitzness of the loss?



Recap: Output perturbation: utility
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Ø How much do we lose after adding noise?

Theorem: Let ℓ ⋅, 𝑥  be 𝐿 − Lipschitz and convex; and 𝑅 𝑤  be 𝜇 − strongly convex regularizer. Then, 

𝐸 	𝐿 𝑤5678 − 𝐿 𝑤∗ ≤
3𝐿/ 𝑑 log 1.25/𝛿 	

𝜖𝜇	𝑛	

Ø You can make these bounds with high probability (we need to change it a bit though)

Ø We can obtain tighter bounds assuming the loss function is 𝛽 − smooth is as well.

Ø Can we achieve Pure-DP by output perturbation?

Ø Tradeoffs in choosing 𝜇 



How to regularize?
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Ø Goal: min
9

𝐿 𝑤 = -
1
∑7:-
1 ℓ 𝑤, 𝑥7

Ø What is the minimum excess risk 𝐸 	𝐿 𝑤5678 	− min
9

𝐿 𝑤 ?

Theorem: Let ℓ ⋅, 𝑥  be 𝐿 − Lipschitz and convex and 𝑑𝑖𝑎𝑚 𝑊 = 𝐷. Then, there exists 𝜇 > 0 s.t. 

Ø Trivial algorithm provides the bound 𝐿 𝑤5678 − min
9

𝐿 𝑤 ≤ 𝐿𝐷 

Ø Excess risk for output perturbation in the convex setting: _𝑂 𝐿𝐷 min 1, ;
<1

!
"

Ø Sensitivity = infinity, but we can still add a regularizer and solve the problem

𝐸 𝐿 𝑤5678 − min
9

𝐿 𝑤 = _𝑂 𝐿𝐷
𝑑
𝜖𝑛

-//

	

Ø We ignored log -
>

 term



Proof

15

Ø Moreover, we have

Ø Notice that

Ø Adding the two and finding the optimal reqularizer:

𝐿 𝑤?∗ + 4
/
| 	𝑤?∗ | / ≤ 𝐿 𝑤∗ + 4

/
𝑤∗ /

	 è  𝐿 𝑤?∗ − 𝐿 𝑤∗ ≤ 4
/
𝐷/

𝐿 𝑤5678 − 𝐿 𝑤?∗ ≤ 03" ; @AB(-./D/>)
<41	

𝐿 𝑤5678 − 𝐿 𝑤∗ 	 ≲	𝐿𝐷 ;
<1

-//



Limitations of output perturbation
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Ø We may want to maintain privacy during training

Ø Only applicable to strongly convex setting or problems with similar behaviors (why?)

Ø Another idea: instead of adding noise to the solution, can we add noise to the objective?

Ø Requires Lipschitz loss functions



Objective perturbation
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Ø Introduced by Chaudhuri, Monteleoni, and Sarwate (2011).

Ø Idea: Instead of adding noise to the solution, we perturb the goal of the training itself

Ø Standard ERM Objective: 𝐽 𝑤, Ɗ = -
1
∑7:-1 ℓ(𝑤, 𝑥7) + 𝑅(𝑤)

Ø Perturbed ERM Objective: d𝐽 𝑤, Ɗ = -
1
∑7:-
1 ℓ(𝑤, 𝑥7) + 𝑅 𝑤 + -

1
	𝑏.𝑤 where 𝑏	~	𝑁 0, 𝜎/𝐼

Ø Added noise effectively “tilts” the loss landscape

Ø Then solve the tilted objective and release 𝑤5678 = argmin
9

𝐽 𝑤

Ø How much noise should we add?



Privacy analysis
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Ø It is like making 𝑛∇J 𝑤5678 , Ɗ  private 

Ø Optimality condition: ∇J 𝑤5678 , Ɗ + -
1
𝑏 = 0

Ø Computing sensitivity of 𝑛∇J 𝑤5678 , Ɗ :

Ø Assuming strong convexity (uniqueness of minimizer), we have

𝑃 𝑤5678|Ɗ = 𝑃 𝑛	∇J 𝑤5678 , Ɗ + 𝑏 = 0

| 𝑛∇J 𝑤, Ɗ 	− 𝑛∇J 𝑤, Ɗ′ | 	≤ ∇ℓ 𝑤, 𝑥 − ∇ℓ 𝑤, 𝑥! ≤ 2𝐿	

Ø Noise variance: 𝜎/ = /G"
"

<"
log(1.25/𝛿) = H3" @AB(-./D/>)

<"
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Ø Let 𝑤?∗ = argmin
9

𝐽 𝑤 	≔ -
1
∑7:-1 ℓ(𝑤, 𝑥7) + 𝑅(𝑤)

Ø By strong convexity, we have 

Ø Therefore, E 𝐽 𝑤5678 − 𝐽 𝑤?∗ ≤ ;I"

/1"4
≈ ;	3" @AB(-./D/>)

41"<"

𝐽 𝑤?∗ ≥ 𝐽 𝑤5678 + ∇𝐽 𝑤5678 , 𝑤?∗ − 𝑤5678 +
𝜇
2

𝑤?∗ − 𝑤5678
/

= 𝐽 𝑤5678 	−
1
𝑛
𝑏, 𝑤?∗ − 𝑤5678 +

𝜇
2

𝑤?∗ − 𝑤5678
/

𝑤5678∗ = argmin
9

𝐽 𝑤 +
1
𝑛
𝑏

≥ 𝐽 𝑤5678 	−
1
𝑛

𝑏 ⋅ 𝑤?∗ − 𝑤5678 +
𝜇
2

𝑤?∗ − 𝑤5678
/
≥ 𝐽 𝑤5678 	−

1
2𝑛/𝜇

𝑏
/

Ø Going from regularized to non-regularized …. à E 𝐿 𝑤5678 − min
9

𝐿 𝑤 ≲ J3 ;	@AB(-/>)
1<

Ø Combining with trivial bound: Excess risk for objective perturbation in the convex setting: _𝑂 𝐿𝐷 min 1, ;
<1	

Ø Comparison with the output perturbation? 
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Ø We may want to maintain privacy during training

Ø Requires strong convexity 

Ø Another idea: instead of adding noise to the solution or objective, inject noise to the steps of the algorithm

Ø Requires Lipschitz loss functions

Ø Is the strong convexity necessary?

Ø Example: median estimation 𝐽 𝑤, Ɗ = -
1
∑7:-1 𝑤 − 𝑥7

Ø Ɗ = {0,100} and Ɗ = {0,101} 

With probability 1/2 
catastrophic privacy failure


