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The next few weeks on privacy
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Ø Lectures are long
Ø We should work together to keep it interactive and less boring

Ø Roadmap

Privacy

Optimization

DP – Optimization
DP  –  Training

Differential 
Privacy (DP)

Ø My objective

Ø What I want to avoid
Ø Suggesting these are fully settled, well-understood concepts
Ø Suggesting the solutions are already established or final
Ø Suggesting that defining (differential) privacy for a specific application is straightforward

Ø As we go into details, keep an open mind 

We cover DP for the purpose of 
bringing it into the optimization world!



What is privacy?
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Ø “The right to be let alone.” (Warren and Brandeis, 1890).
Ø Instant photography + yellow journalism
Ø Privacy protects dignity and emotional well-being, not 

just secrecy or property

Ø Contextual Integrity (Helen Nissenbaum): privacy ≈ appropriate info flow

Ø AI often disrupts these norms.

Health Info

Doctor Employer

Ø Modern view → appropriate use, not just secrecy



Why privacy matters?

Ø Concern of many individuals
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Private Data Acquisition

• Advances in machine learning have raised           
corporations’ demand for data. 

• Companies collect users’ personal data in various ways: 

• Nielsen is offering payments to its users to collect their data. 

• Google or Netflix collect user data as a byproduct of their services.

KPMG Data Privacy Survey, 2021 

https://info.kpmg.us/news-perspectives/industry-insights-research/data-privacy-survey-orson-lucas.html
https://velocitize.com/2022/06/24/right-to-privacy-data-overload-consumer-protections/

Ø We have data from credit and health data to “likes”

Ø Data may reveal: Religion, political opinions, sexual preferences, etc

Ø Potential harm: 
Ø Increased insurance premium 
Ø Blackmailing to violent threats
Ø Manipulation (e.g., Cambridge Analytica)
Ø Surveillance



The Age of AGI and LLMs: A New Scale of Risk
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Ø Data Hunger: Foundation models train on massive datasets (e.g., Common Crawl), widening 
the scope of collection & exposure.

Ø Inference Power : LLMs can predict sensitive traits from seemingly harmless data.

Ø Memorization: Models act like lossy compressors, sometimes leaking snippets of training data.

Ø Jailbreaking: Safety filters can be bypassed, forcing models to reveal memorized personal information.
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Abstract

It has become common to publish large (billion parameter)
language models that have been trained on private datasets.
This paper demonstrates that in such settings, an adversary can
perform a training data extraction attack to recover individual
training examples by querying the language model.

We demonstrate our attack on GPT-2, a language model
trained on scrapes of the public Internet, and are able to extract
hundreds of verbatim text sequences from the model’s training
data. These extracted examples include (public) personally
identifiable information (names, phone numbers, and email
addresses), IRC conversations, code, and 128-bit UUIDs. Our
attack is possible even though each of the above sequences
are included in just one document in the training data.

We comprehensively evaluate our extraction attack to un-
derstand the factors that contribute to its success. For example,
we find that larger models are more vulnerable than smaller
models. We conclude by drawing lessons and discussing pos-
sible safeguards for training large language models.

1 Introduction

Language models (LMs)—statistical models which assign a
probability to a sequence of words—are fundamental to many
natural language processing tasks. Modern neural-network-
based LMs use very large model architectures (e.g., 175 bil-
lion parameters [5]) and train on massive datasets (e.g., nearly
a terabyte of English text [51]). This scaling increases the
ability of LMs to generate fluent natural language [49,68,70],
and also allows them to be applied to a plethora of other
tasks [25, 34, 51], even without updating their parameters [5].

At the same time, machine learning models are known
to leak information about their (potentially private) training
data—both in general [42, 60] and in the specific case of
language models [6, 40]. For instance, for certain models it is
known that adversaries can apply membership inference [60]
to predict if a given example was in the training data.

GPT-2

East Stroudsburg Stroudsburg...

Prefix

---  Corporation Seabank Centre
------ Marine Parade Southport
Peter W--------- 
-----------@---.------------.com
+-- 7 5--- 40-- 
Fax: +-- 7 5--- 0--0

Memorized text

Figure 1: Our extraction attack. Given query access to a
neural network language model, we extract an individual per-
son’s name, email address, phone number, fax number, and
physical address. The example in this figure shows informa-
tion that is all accurate so we redact it to protect privacy.

Such privacy leakage is typically associated with overfitting
[69]—when a model’s training error is significantly lower
than its test error—because overfitting often indicates that a
model has memorized examples from its training set. Indeed,
overfitting is a sufficient condition for privacy leakage [67]
and many attacks work by exploiting overfitting [60].

The association between overfitting and memorization has—
erroneously—led many to assume that state-of-the-art LMs
will not leak information about their training data. Because
these models are often trained on massive de-duplicated
datasets only for a single epoch [5, 51], they exhibit little
to no overfitting [49]. Accordingly, the prevailing wisdom has
been that “the degree of copying with respect to any given
work is likely to be, at most, de minimis” [66] and that models
do not significantly memorize any particular training example.
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Privacy in the Headlines (2024-2025)
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Ø Healthcare Breaches (2024): Change Healthcare attack exposed vulnerabilities in health data systems

Ø Data Broker Scrutiny (2024–2025) : FTC penalized companies (e.g., Avast, X-Mode) for selling sensitive 
location and browsing data
Ø What may location data reveal?

Ø LLMs and proprietary data: Samsung employees leaked code via ChatGPT

Ø Privacy policy



Regulations on Privacy
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Ø European Union’s General Data Protection Regulation (GDPR)
Ø California Consumer Privacy Act of 2018
Ø AI Bill of Rights

Ø Key Principles:
Ø Privacy by Design
Ø Data minimization

Ø Right to be forgotten



The Illusion of Anonymization (PII Removal)

Ø Naive Approach: Simply removing obvious Personally Identifiable Information (PII) like names or SSNs

Ø Quasi-Identifiers (QIs): Attributes that don’t uniquely identify on their own but can re-identify individuals when 
combined (e.g., Zipcode, Age, Gender).

Ø Real-World Example 1: NYC Taxi Data 

Ø Originally anonymized by removing driver names and 
medallion numbers

Ø Researchers combined timestamps, pickup/dropoff locations 
(QIs) to re-identify drivers or trips

Ø Reddit discussion: 
https://www.reddit.com/r/bigquery/comments/28ialf/comment/
cicr3n2/

Ø Chris Whong Analysis: https://chriswhong.com/open-
data/foil_nyc_taxi/

Anonymization ≠ Privacy

https://www.reddit.com/r/bigquery/comments/28ialf/comment/cicr3n2/
https://www.reddit.com/r/bigquery/comments/28ialf/comment/cicr3n2/
https://chriswhong.com/open-data/foil_nyc_taxi/
https://chriswhong.com/open-data/foil_nyc_taxi/


Real Example 2: Governor Weld
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Ø Background: 

Ø In the early 1990s, the Massachusetts Group Insurance Commission (GIC) released “anonymized” health data 
for research purposes.

Ø The dataset contained patient medical records, but names, addresses, and other direct identifiers were removed.

Zipcode Age Gender Diagnosis

02116 59 M Diabetes

01104 34 F Healthy

01606 78 M Cholestrol

Name Zipcode Age Gender

Valerie Pham 02339 19 F

William Weld 02116 59 M

Charles Haas 01540 22 F

Ø 87% of the US population are uniquely identified by their zipcode, birth date, and gender

Ø Latanya Sweeney cross-referenced anonymized data with voter registration records.

Ø She successfully identified Governor Weld’s health records.



More examples 
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Ø Example 3: The Netflix Prize (2006-2008)

Ø Netflix released anonymized movie ratings (for a competition to improve recommendations).

Ø The Attack: Narayanan & Shmatikov (2008) cross-referenced Netflix data with public IMDb ratings and re-
identified individual users.

Ø Lesson: High-dimensional, sparse datasets (e.g., movie ratings, purchase histories) are highly identifying

Ø Example 4: Genome-Wide Association Study (Homer et al., 2008):

Ø GWAS studies only release aggregate data (e.g. “30% of participants had allele A at position X”)

Ø Homer et al. showed that an individual’s participation in a study could be inferred

Ø Raised concerns in biomedical research about data sharing.

Ø Example 5: Strava Heatmap (2018):

Ø Fitness app Strava released a global heatmap of jogging routes.

Ø Researchers identified secret military bases from soldiers’ running patterns in remote locations.

Lesson: Aggregates and summaries can also reveal sensitive information



A formalization attempt
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Ø Definition (Sweeney, 2002): A dataset is k-anonymous if each record is indistinguishable from at least k−1 other 
records based on its quasi-identifiers (QIs)

Ø How is it achieved?

Ø Replace exact values with broader categories (e.g., Age 34 → Age 30–40)

Ø Remove or mask certain values

Ø Limitations:

Ø Homogeneity Attack: If all individuals in a group share the same sensitive attribute (e.g., all have 
Diagnosis=HIV), knowing group membership reveals the attribute

Ø Background Knowledge Attack: An adversary combines external information with the anonymized dataset to 
re-identify individuals.

Other similar attempts: l-diversity, t-closeness 



But we are not releasing any data in optimization
Ø We solve training/optimization problems that depend on data
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Ø The optimizer 𝑤∗ may contain a lot of information

Ø This high-dimensional 𝑤∗ can encode a lot of info about data
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Abstract

It has become common to publish large (billion parameter)
language models that have been trained on private datasets.
This paper demonstrates that in such settings, an adversary can
perform a training data extraction attack to recover individual
training examples by querying the language model.

We demonstrate our attack on GPT-2, a language model
trained on scrapes of the public Internet, and are able to extract
hundreds of verbatim text sequences from the model’s training
data. These extracted examples include (public) personally
identifiable information (names, phone numbers, and email
addresses), IRC conversations, code, and 128-bit UUIDs. Our
attack is possible even though each of the above sequences
are included in just one document in the training data.

We comprehensively evaluate our extraction attack to un-
derstand the factors that contribute to its success. For example,
we find that larger models are more vulnerable than smaller
models. We conclude by drawing lessons and discussing pos-
sible safeguards for training large language models.

1 Introduction

Language models (LMs)—statistical models which assign a
probability to a sequence of words—are fundamental to many
natural language processing tasks. Modern neural-network-
based LMs use very large model architectures (e.g., 175 bil-
lion parameters [5]) and train on massive datasets (e.g., nearly
a terabyte of English text [51]). This scaling increases the
ability of LMs to generate fluent natural language [49,68,70],
and also allows them to be applied to a plethora of other
tasks [25, 34, 51], even without updating their parameters [5].

At the same time, machine learning models are known
to leak information about their (potentially private) training
data—both in general [42, 60] and in the specific case of
language models [6, 40]. For instance, for certain models it is
known that adversaries can apply membership inference [60]
to predict if a given example was in the training data.
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Figure 1: Our extraction attack. Given query access to a
neural network language model, we extract an individual per-
son’s name, email address, phone number, fax number, and
physical address. The example in this figure shows informa-
tion that is all accurate so we redact it to protect privacy.

Such privacy leakage is typically associated with overfitting
[69]—when a model’s training error is significantly lower
than its test error—because overfitting often indicates that a
model has memorized examples from its training set. Indeed,
overfitting is a sufficient condition for privacy leakage [67]
and many attacks work by exploiting overfitting [60].

The association between overfitting and memorization has—
erroneously—led many to assume that state-of-the-art LMs
will not leak information about their training data. Because
these models are often trained on massive de-duplicated
datasets only for a single epoch [5, 51], they exhibit little
to no overfitting [49]. Accordingly, the prevailing wisdom has
been that “the degree of copying with respect to any given
work is likely to be, at most, de minimis” [66] and that models
do not significantly memorize any particular training example.
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[Carlini et al 2021] 
Figure 1: An image recovered using a new model in-
version attack (left) and a training set image of the
victim (right). The attacker is given only the per-
son’s name and access to a facial recognition system
that returns a class confidence score.

Consider a model defining a function f that takes input a
feature vector x1, . . . ,xd for some feature dimension d and
outputs a prediction y = f(x1, . . . ,xd). In the model in-
version attack of Fredrikson et al. [13], an adversarial client
uses black-box access to f to infer a sensitive feature, say
x1, given some knowledge about the other features and the
dependent value y, error statistics regarding the model, and
marginal priors for individual variables. Their algorithm is
a maximum a posteriori (MAP) estimator that picks the
value for x1 which maximizes the probability of having ob-
served the known values (under some seemingly reasonable
independence assumptions). To do so, however, requires
computing f(x1, . . . ,xd) for every possible value of x1 (and
any other unknown features). This limits its applicability
to settings where x1 takes on only a limited set of possible
values.
Our first contribution is evaluating their MAP estima-

tor in a new context. We perform a case study showing
that it provides only limited e↵ectiveness in estimating sen-
sitive features (marital infidelity and pornographic viewing
habits) in decision-tree models currently hosted on BigML’s
model gallery [4]. In particular the false positive rate is too
high: our experiments show that the Fredrikson et al. algo-
rithm would incorrectly conclude, for example, that a per-
son (known to be in the training set) watched pornographic
videos in the past year almost 60% of the time. This might
suggest that inversion is not a significant risk, but in fact we
show new attacks that can significantly improve inversion
e�cacy.

White-box decision tree attacks. Investigating the ac-
tual data available via the BigML service APIs, one sees that
model descriptions include more information than leveraged
in the black-box attack. In particular, they provide the
count of instances from the training set that match each
path in the decision tree. Dividing by the total number of
instances gives a confidence in the classification. While a
priori this additional information may seem innocuous, we
show that it can in fact be exploited.
We give a new MAP estimator that uses the confidence

information in the white-box setting to infer sensitive in-
formation with no false positives when tested against two
di↵erent BigML decision tree models. This high precision
holds for target subjects who are known to be in the training
data, while the estimator’s precision is significantly worse
for those not in the training data set. This demonstrates
that publishing these models poses a privacy risk for those
contributing to the training data.

Our new estimator, as well as the Fredrikson et al. one,
query or run predictions a number of times that is linear
in the number of possible values of the target sensitive fea-
ture(s). Thus they do not extend to settings where features
have exponentially large domains, or when we want to invert
a large number of features from small domains.

Extracting faces from neural networks. An example
of a tricky setting with large-dimension, large-domain data
is facial recognition: features are vectors of floating-point
pixel data. In theory, a solution to this large-domain in-
version problem might enable, for example, an attacker to
use a facial recognition API to recover an image of a person
given just their name (the class label). Of course this would
seem impossible in the black-box setting if the API returns
answers to queries that are just a class label. Inspecting fa-
cial recognition APIs, it turns out that it is common to give
floating-point confidence measures along with the class label
(person’s name). This enables us to craft attacks that cast
the inversion task as an optimization problem: find the input

that maximizes the returned confidence, subject to the clas-

sification also matching the target. We give an algorithm for
solving this problem that uses gradient descent along with
modifications specific to this domain. It is e�cient, despite
the exponentially large search space: reconstruction com-
pletes in as few as 1.4 seconds in many cases, and in 10–20
minutes for more complex models in the white-box setting.
We apply this attack to a number of typical neural network-

style facial recognition algorithms, including a softmax clas-
sifier, a multilayer perceptron, and a stacked denoising auto-
encoder. As can be seen in Figure 1, the recovered image
is not perfect. To quantify e�cacy, we perform experiments
using Amazon’s Mechanical Turk to see if humans can use
the recovered image to correctly pick the target person out of
a line up. Skilled humans (defined in Section 5) can correctly
do so for the softmax classifier with close to 95% accuracy
(average performance across all workers is above 80%). The
results are worse for the other two algorithms, but still beat
random guessing by a large amount. We also investigate re-
lated attacks in the facial recognition setting, such as using
model inversion to help identify a person given a blurred-out
picture of their face.

Countermeasures. We provide a preliminary exploration
of countermeasures. We show empirically that simple mech-
anisms including taking sensitive features into account while
using training decision trees and rounding reported confi-
dence values can drastically reduce the e↵ectiveness of our
attacks. We have not yet evaluated whether MI attacks
might be adapted to these countermeasures, and this sug-
gests the need for future research on MI-resistant ML.

Summary. We explore privacy issues in ML APIs, showing
that confidence information can be exploited by adversar-
ial clients in order to mount model inversion attacks. We
provide new model inversion algorithms that can be used
to infer sensitive features from decision trees hosted on ML
services, or to extract images of training subjects from facial
recognition models. We evaluate these attacks on real data,
and show that models trained over datasets involving survey
respondents pose significant risks to feature confidentiality,
and that recognizable images of people’s faces can be ex-
tracted from facial recognition models. We evaluate prelim-
inary countermeasures that mitigate the attacks we develop,
and might help prevent future attacks.

Figure 1: An image recovered using a new model in-
version attack (left) and a training set image of the
victim (right). The attacker is given only the per-
son’s name and access to a facial recognition system
that returns a class confidence score.

Consider a model defining a function f that takes input a
feature vector x1, . . . ,xd for some feature dimension d and
outputs a prediction y = f(x1, . . . ,xd). In the model in-
version attack of Fredrikson et al. [13], an adversarial client
uses black-box access to f to infer a sensitive feature, say
x1, given some knowledge about the other features and the
dependent value y, error statistics regarding the model, and
marginal priors for individual variables. Their algorithm is
a maximum a posteriori (MAP) estimator that picks the
value for x1 which maximizes the probability of having ob-
served the known values (under some seemingly reasonable
independence assumptions). To do so, however, requires
computing f(x1, . . . ,xd) for every possible value of x1 (and
any other unknown features). This limits its applicability
to settings where x1 takes on only a limited set of possible
values.
Our first contribution is evaluating their MAP estima-

tor in a new context. We perform a case study showing
that it provides only limited e↵ectiveness in estimating sen-
sitive features (marital infidelity and pornographic viewing
habits) in decision-tree models currently hosted on BigML’s
model gallery [4]. In particular the false positive rate is too
high: our experiments show that the Fredrikson et al. algo-
rithm would incorrectly conclude, for example, that a per-
son (known to be in the training set) watched pornographic
videos in the past year almost 60% of the time. This might
suggest that inversion is not a significant risk, but in fact we
show new attacks that can significantly improve inversion
e�cacy.

White-box decision tree attacks. Investigating the ac-
tual data available via the BigML service APIs, one sees that
model descriptions include more information than leveraged
in the black-box attack. In particular, they provide the
count of instances from the training set that match each
path in the decision tree. Dividing by the total number of
instances gives a confidence in the classification. While a
priori this additional information may seem innocuous, we
show that it can in fact be exploited.
We give a new MAP estimator that uses the confidence

information in the white-box setting to infer sensitive in-
formation with no false positives when tested against two
di↵erent BigML decision tree models. This high precision
holds for target subjects who are known to be in the training
data, while the estimator’s precision is significantly worse
for those not in the training data set. This demonstrates
that publishing these models poses a privacy risk for those
contributing to the training data.

Our new estimator, as well as the Fredrikson et al. one,
query or run predictions a number of times that is linear
in the number of possible values of the target sensitive fea-
ture(s). Thus they do not extend to settings where features
have exponentially large domains, or when we want to invert
a large number of features from small domains.

Extracting faces from neural networks. An example
of a tricky setting with large-dimension, large-domain data
is facial recognition: features are vectors of floating-point
pixel data. In theory, a solution to this large-domain in-
version problem might enable, for example, an attacker to
use a facial recognition API to recover an image of a person
given just their name (the class label). Of course this would
seem impossible in the black-box setting if the API returns
answers to queries that are just a class label. Inspecting fa-
cial recognition APIs, it turns out that it is common to give
floating-point confidence measures along with the class label
(person’s name). This enables us to craft attacks that cast
the inversion task as an optimization problem: find the input

that maximizes the returned confidence, subject to the clas-

sification also matching the target. We give an algorithm for
solving this problem that uses gradient descent along with
modifications specific to this domain. It is e�cient, despite
the exponentially large search space: reconstruction com-
pletes in as few as 1.4 seconds in many cases, and in 10–20
minutes for more complex models in the white-box setting.
We apply this attack to a number of typical neural network-

style facial recognition algorithms, including a softmax clas-
sifier, a multilayer perceptron, and a stacked denoising auto-
encoder. As can be seen in Figure 1, the recovered image
is not perfect. To quantify e�cacy, we perform experiments
using Amazon’s Mechanical Turk to see if humans can use
the recovered image to correctly pick the target person out of
a line up. Skilled humans (defined in Section 5) can correctly
do so for the softmax classifier with close to 95% accuracy
(average performance across all workers is above 80%). The
results are worse for the other two algorithms, but still beat
random guessing by a large amount. We also investigate re-
lated attacks in the facial recognition setting, such as using
model inversion to help identify a person given a blurred-out
picture of their face.

Countermeasures. We provide a preliminary exploration
of countermeasures. We show empirically that simple mech-
anisms including taking sensitive features into account while
using training decision trees and rounding reported confi-
dence values can drastically reduce the e↵ectiveness of our
attacks. We have not yet evaluated whether MI attacks
might be adapted to these countermeasures, and this sug-
gests the need for future research on MI-resistant ML.

Summary. We explore privacy issues in ML APIs, showing
that confidence information can be exploited by adversar-
ial clients in order to mount model inversion attacks. We
provide new model inversion algorithms that can be used
to infer sensitive features from decision trees hosted on ML
services, or to extract images of training subjects from facial
recognition models. We evaluate these attacks on real data,
and show that models trained over datasets involving survey
respondents pose significant risks to feature confidentiality,
and that recognizable images of people’s faces can be ex-
tracted from facial recognition models. We evaluate prelim-
inary countermeasures that mitigate the attacks we develop,
and might help prevent future attacks.

Model
+ 

Individual’s 
name

[Fredrikson et al 2015]

Ø Attacks: Membership Inference, Model Inversion and Reconstruction, Training Data Extraction



The Road to Differential Privacy
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Ø Why we need rigor?

Ø Ad-hoc defenses like the ones we discussed so far fail

Ø The Fundamental Law of Information Recovery (Dinur & Nissim, 2003):

Ø If you answer too many queries too accurately, you can reconstruct the original dataset.

Ø Informal statement:

Ø A simple dataset 𝑑 ∈ 0,1 !

Ø Consider access to “noisy” query oracle 𝑞" 𝑑 = ∑#∈% 𝑑# + 𝑝𝑒𝑟𝑡𝑢𝑟𝑏𝑎𝑡𝑖𝑜𝑛 where 𝑝𝑒𝑟𝑡𝑢𝑟𝑏𝑎𝑡𝑖𝑜𝑛 < 𝐸

Ø If 𝐸 = 𝑜 𝑛 , then an adversary with 𝑝𝑜𝑙𝑦 𝑛  queries can recover most of data w.h.p.

Ø If 𝐸 = 𝑜 𝑛 , then an adversary with 𝑒𝑥𝑝 𝑛  queries can recover most of data w.h.p

Ø Conclusions

Ø Privacy is lost if we don’t perturb enough or if we query a lot

Ø How much perturbation? How many queries?

Ø We need a formal and rigorous approach



The core intuition of differential privacy (DP)
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Ø Statisticians/mathematicians have thought about it for a while

Ø Randomizing yes/no responses to questions

Ø Randomizing scalar queries

Ø It seems randomization is key Two-Face vs The Joker

Ø It seems it is impossible to reveal nothing

Idea: An output of an analysis of a dataset is private if what we 

learn about one individual in the dataset is almost the same as what 

we could have learned if the individual was not in the dataset



(Pure) differential privacy
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Let 𝜖 > 0 and 𝑋 be the set of possible datasets.  A randomized algorithm 𝑀 ⋅ :𝑋 → 𝑂 is said to be 

𝜖 − differentially private if 

Pr 𝑀 𝐷 ∈ Ω ≤ e"	Pr 𝑀 𝐷′ ∈ Ω  for all Ω ⊆ 𝑂 and all neighboring datasets 𝐷,𝐷# ∈ 𝑋

Ø Proposed by Dwork, McSherry, Nissim, and. Smith [2017 Godel Prize]
Ø Property of the algorithm and not a particular output

Ø Smaller 𝜖 means more privacy

Ø It hold even if the adversary has arbitrary auxiliary information

Ø Hypothesis testing viewpoint

Ø 𝑀 ⋅  can even be public; only the randomness of the algorithm should be private



Example: Randomized Response
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Ø Randomized response is probably the oldest DP mechanism (Warner, 1965)

Ø For asking sensitive a question

Ø  Example: Do you frequently waste time at work?

Ø Protocol: 

Ø 1. Flip a coin. 

Ø 2. If Heads (50%): Answer truthfully. 

Ø 3. If Tails (50%): Answer randomly (Yes/No with 50% chance each).

Ø Intuition: Provides “plausible deniability.”

Ø Is this mechanism DP? What is the 𝜖 level?

But the task we are interested are not necessarily this simple…



Laplace Mechanism
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Definition: Let 𝑓:𝑋 → 𝑅$. The ℓ% − sensitivity of 𝑓 is defined as

Δ% = sup&,&& ∥ 𝑓 𝐷 − 𝑓 𝐷# ∥%

where the supremum is taken over all neighboring datasets  𝐷 and 𝐷′

Recall: Zero-mean Laplace distribution with parameter 𝑏: 𝑝 𝑥 =
1
2𝑏 exp −

𝑥
𝑏 	

Theorem: Let 𝑓:𝑋 → 𝑅$ have the ℓ% − sensitivity Δ% and

𝑀 𝐷 = 𝑓 𝐷 + (𝑍%, . . , 𝑍$)

Where 𝑍%, … , 𝑍$ are iid Laplace random variables with parameter ('
"
. Then 𝑀(⋅) is 𝜖 −	DP.

Proof (look at only one output)
Example: Counting queries, histogram queries



Laplace Mechanism: Utility Guarantees
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How much perturbations do we have in the Laplace mechanism?

Theorem: For the defined 𝜖 −	DP Laplace mechanism 𝑀 𝐷 = 𝑓 𝐷 + 𝑍%, . . , 𝑍$ ,	 we 

have

𝐸 ∥ 𝑀 𝐷 − 𝑓 𝐷 ∥% = 𝐾
Δ%
𝜖 	

and

Pr ∥ 𝑀 𝐷 − 𝑓 𝐷 ∥)	>
Δ%
𝜖 ln

𝐾
	𝛽 < 𝛽


