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Reminders

• Presentations start on Wednesday

• Remember to fill mini-HW form before presentation (fill once for all papers to be presented 
in the lecture). For Monday class, the mini-HW is due on previous Friday at 4:00 PM. For 
Wednesday class, the mini-HW is due on Tuesday 4:00 PM before the day of the lecture.

• Mini-HW questions:

• What did you find interesting about the papers for this class?
• What questions do you have about the papers for this class?
• What do you hope to learn from the discussion?



Reminders
• Rubrics for presentation available on website https://vatsalsharan.github.io/fall26/presentations/

• Elements of grading
• Appropriate background and context
• Description of key research question(s)
• Presentation of key takeaways
• Presentation delivery
• Appropriate level of technical detail
• Q & A
• Self-auditing slide (1 slide explaining thought-process behind slides, solicit constructive feedback)
• TA check in before presentation

https://vatsalsharan.github.io/fall26/presentations/


Picture from https://adversarial-ml-tutorial.org/

Recap

https://adversarial-ml-tutorial.org/


However, models can also be very sensitive
to small variations in the input 

Pig 
(90% confidence)

Airplane! 
(99.9% confidence)

Small amount of 
adversarial noise

Image adapted from https://adversarial-ml-tutorial.org/

https://adversarial-ml-tutorial.org/


Linearity as a source of brittleness



Finding adversarial examples: optimization problem
Adversary: Given an image ! and classifier "(!), comes up with some other image !′ which is 
“similar” to !, such that " ! ≠ "(!!).

δFGSM = ε · sign(∇x #(f(x), y)) ,

xadv = x+ δFGSM.

Fast gradient sign method (FGSM):

∆ = {δ ∈ R
d : ‖δ‖∞ ≤ ε}

#adv(f ;x, y) := max
δ∈∆

#
(

f(x+ δ), y
)



Feasible set: ∆ = {δ ∈ R
d : ‖δ‖∞ ≤ ε}, S(x) = x+∆.

Initialize: x(0) = x (optionally x(0) = x+ η, η ∼ Unif([−ε, ε]d)).

For t = 0, . . . , T − 1 :

g(t) = ∇x $
(

f(x(t)), y
)

,

x(t+1) = ΠS(x)

(

x(t) + α · sign(g(t))
)

.

Output: xadv = x(T ).

Projected gradient descent (PGD) for finding adversarial examples

From Towards Deep Learning Models Resistant to Adversarial Attacks, Madry et al. ‘18



Min-max optimization: Danskin’s Theorem 
Defender: Train a model such that the adversary is not effective at finding adversarial examples

min
f∈F

R̂ adv
S (f) = min

f∈F

1

n

n∑

i=1

max
δ∈∆

!
(
f(xi + δ), yi

)
.

∇f max
δ∈∆

!
(

f(x+ δ), y
)

= ∇f !
(

f(x+ δ"), y
)

,

where δ" = argmax
δ∈∆

!
(

f(x+ δ), y
)

.

Danskin’s theorem: The gradient of the inner maximization objective with respect to " is given by 
the gradient at the maximizer of the inner objective.



Adversarial training, inspired by Danskin’s Theorem 
∇f max

δ∈∆
!
(

f(x+ δ), y
)

= ∇f !
(

f(x+ δ"), y
)

,

where δ" = argmax
δ∈∆

!
(

f(x+ δ), y
)

.

Danskin’s theorem:

Repeat:

1. Select a minibatch B of b examples {(xi, yi)}bi=1 from
the training set.

2. For each (xi, yi) ∈ B, compute adversarial perturbation
using any technique, such as FGSM or PGD

δ!i = argmax
δ∈∆

"
(

f(xi + δ), yi
)

.

3. Update parameters (for some learning rate α):

f := f − α

b
∑

i=1

∇f "
(

f(xi + δ!i ), y
)

.



Adversarial training using PGD & FGSM, Results

(a) Standard (b) FGSM (c) PGD

Natural 95.2% 90.3% 87.3%

FGSM 32.7% 95.1% 56.1%

PGD 3.5% 0.0% 45.8%

Evaluation 
type

Training type

Accuracy on CIFAR10 (! = 8)
Observations you made last time.

1. PGD attack is more effective than FGSM.

2. Natural accuracy degrades when using adversarial training.

3. PGD training gives some robustness against FGSM, but not as much as FGSM training (?).

4. FGSM-trained models perform better on FGSM attacks than on natural data!



Adversarial training using PGD & FGSM, Results

(a) Standard (b) FGSM (c) PGD

Natural 95.2% 90.3% 87.3%

FGSM 32.7% 95.1% 56.1%

PGD 3.5% 0.0% 45.8%

Evaluation 
type

Training type

Accuracy on CIFAR10 (! = 8)

“Label-leaking”, 
see Adversarial 
Machine Learning 
at Scale, Kurakin
et al. ‘26

Observations you made last time.

1. PGD attack is more effective than FGSM.

2. Natural accuracy degrades when using adversarial training.

3. PGD training gives some robustness against FGSM, but not as much as FGSM training (?).

4. FGSM-trained models perform better on FGSM attacks than on natural data!



Adversarial examples

Part 4: Jailbreaking for LLMs



What is Jailbreaking?

Most capable large language models are trained to be aligned. 
This means that they are trained to generally be helpful, harmless and honest. 

But are LLMs adversarially aligned? 

If I change the way the question is asked, does the LLM now respond with the (harmful) 
answer?

Modifying the input to make the LLM answer a question which it would ordinarily refuse 
to answer is known as jailbreaking.



Source: Jailbreaking tutorial https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf, 
Universal and Transferable Adversarial Attacks on Aligned Language Models, Zou et al. ‘23,

Jailbreaking Black Box Large Language Models in Twenty Queries, Chao et al. ‘23

Jailbreaking Strategies

https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf


Token-level strategy: Greedy Coordinate Gradient (GCG)

Universal and Transferable Adversarial Attacks on Aligned Language Models, Zou et al. ‘23



Token-level strategy: Greedy Coordinate Gradient (GCG)

Source: Jailbreaking tutorial https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf, 
Universal and Transferable Adversarial Attacks on Aligned Language Models, Zou et al. ‘23

https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf


Token-level strategy: Greedy Coordinate Gradient (GCG)

Source: Jailbreaking tutorial https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf, 
Universal and Transferable Adversarial Attacks on Aligned Language Models, Zou et al. ‘23

https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf


Token-level strategy: Greedy Coordinate Gradient (GCG)

Source: Jailbreaking tutorial https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf, 
Universal and Transferable Adversarial Attacks on Aligned Language Models, Zou et al. ‘23

https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf


Prompting strategy:
Prompt Automatic Iterative Refinement (PAIR)

Source: Jailbreaking tutorial https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf, 
Jailbreaking Black Box Large Language Models in Twenty Queries, Chao et al. ‘23

https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf


Prompt Automatic Iterative Refinement (PAIR)

Source: Jailbreaking tutorial https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf, 
Jailbreaking Black Box Large Language Models in Twenty Queries, Chao et al. ‘23

… continued

https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf


Source: Jailbreaking tutorial https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf, 
Jailbreaking Black Box Large Language Models in Twenty Queries, Chao et al. ‘23

Prompt Automatic Iterative Refinement (PAIR)

https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf


Source: Jailbreaking tutorial https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf, 
Jailbreaking Black Box Large Language Models in Twenty Queries, Chao et al. ‘23

This simple strategy was quite effective

https://jailbreak-tutorial.github.io/files/jailbreaking-tutorial.pdf


Adversarial examples

Part 5: Certified defenses



Provable defenses
Recall the problem of finding an adversarial example:

∆ = {δ ∈ R
d : ‖δ‖∞ ≤ ε}

#adv(f ;x, y) := max
δ∈∆

#
(

f(x+ δ), y
)

Adapted from https://adversarial-ml-tutorial.org/ (part 2)

Earlier, we said how variants of gradient descent can be used to find an approximate solution to 
this objective.

It is also possible to explicitly solve this optimization problem in some cases (though this is very 
expensive).

https://adversarial-ml-tutorial.org/


Provable defenses via combinatorial optimization

Adapted from https://adversarial-ml-tutorial.org/ (part 2)

One-hidden-layer ReLU network.

z1 = x,

z2 = ReLU(W1z1 + b1),

hθ(x) = W2z2 + b2.

Targeted attack in !∞ norm.

min
z1,z2

(ey − eytarg
)"(W2z2 + b2)

subject to z2 = ReLU(W1z1 + b1),

‖z1 − x‖∞ ≤ ε.

This is a combinatorial optimization problem, can use off-the-shelf solvers (CPLEX, Gurobi etc.), but 
they don’t scale beyond a few hundred hidden units.

https://adversarial-ml-tutorial.org/


Convex relations of objective
• Provable Defenses against Adversarial 

Examples via the Convex Outer Adversarial 
Polytope, Wong & Kolter (2018) relaxes this 
constraint to get a linear program.

• Certified Defenses against Adversarial 
Examples, Raghunathan et al. (2018) relax to 
a semi-definite program

One-hidden-layer ReLU network.

z1 = x,

z2 = ReLU(W1z1 + b1),

hθ(x) = W2z2 + b2.

Targeted attack in !∞ norm.

min
z1,z2

(ey − eytarg
)"(W2z2 + b2)

subject to z2 = ReLU(W1z1 + b1),

‖z1 − x‖∞ ≤ ε.

Fig. from Provable Defenses against Adversarial Examples via the Convex Outer Adversarial Polytope, Wong & Kolter (2018) 



Convex relations of objective

One-hidden-layer ReLU network.

z1 = x,

z2 = ReLU(W1z1 + b1),

hθ(x) = W2z2 + b2.

Targeted attack in !∞ norm.

min
z1,z2

(ey − eytarg
)"(W2z2 + b2)

subject to z2 = ReLU(W1z1 + b1),

‖z1 − x‖∞ ≤ ε.

Pros and cons of this technique:

ü Convex relaxation provides a “certificate” of 
robustness, if it says that the error is 10%, then 
error can be at most 10%. It is possible that the 
true error is much lower.

ü Convex relaxation can be added as a regularizer 
at training time to encourage robustness.

- Certificate can be loose, especially for models 
not trained to optimize the certificate.

- Method is computationally expensive, does not 
scale well.



Scalable certified robustness: Randomized smoothing

Consider a classifier %, having the above decision 
boundary in some region of space.

Consider the smoother classifier &:

Noise distribution: η ∼ N (0,σ2Id).

Smoothed class probabilities: pc(x) = P
(

f(x+ η) = c
)

, c ∈ Y.

Smoothed classifier: g(x) = argmax
c∈Y

pc(x).



Randomized smoothing: Guaranteed robustness

This technique is known as randomized smoothing. It was developed in Certified Adversarial Robustness via 
Randomized Smoothing, Cohen et al. ’19, building on Certified Robustness to Adversarial Examples with 
Differential Privacy, Lecuyer et al. ’18. It has the following guarantee.

Base classifier: f : Rd → Y, Y = {1, . . . ,K}.

Noise distribution: η ∼ N (0,σ2Id).

Smoothed class probabilities: pc(x) = P
(

f(x+ η) = c
)

, c ∈ Y.

Smoothed classifier: g(x) = argmax
c∈Y

pc(x).

Theorem (binary case). Let ŷ = g(x) be prediction of smoothed classifier, and

let Pη∼N(0,σ2I)

(

f(x+ η) = ŷ
)

= p > 1/2. Then g(x+ δ) = ŷ for all ‖δ‖2 <
σΦ−1(p), where Φ−1 is the inverse of the standard Gaussian CDF.



Randomized smoothing: Proof of robustness

Theorem (binary case). Let ŷ = g(x) be prediction of smoothed classifier, and

let Pη∼N(0,σ2I)

(

f(x+ η) = ŷ
)

= p > 1/2. Then g(x+ δ) = ŷ for all ‖δ‖2 <
σΦ−1(p), where Φ−1 is the inverse of the standard Gaussian CDF.


