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New training set

cat



A simple Gaussian setting to understand tradeoff

+y, with probability p, ii.d.
Y Lu-a.r. {_1’ _|_1}’ T, = . - LyeoeyLg41 N(Uy, 1)7
—y, with probability 1 — p,

where NV (u, 02) is a normal distribution with mean g and variance o2, and p > 0.5.

fos(0) = signliogye). where v = 0,5

IS favg robust?

In this setting, we have
* Robust feature, x1: This has £, robustness even at € = 0.99, but only gets accuracy p
* Non-robust features {x, ..., x4}: Using these favg gets accuracy >99%, but £, robustness only at € < 27

Suppose p = 0.95. Then can show
e If standard accuracy is much greater than 95%, say close to 100%, then robust accuracy is close to 0!
* Can get robust accuracy 95%, but only with standard accuracy at close to 95%!




Training set

Consider an image, classified
correctly

A very cool experiment

Training set New training set

cat
Adv. example cat
towards “cat”
Perturb image, to get an adversarial Label the adversarial image with
example. Image is now misclassified the incorrect label

* Suppose we take CIFAR10 and a model trained on CIFAR10, replace each image by its adversarial
example for some class, and “relabel” the image with this wrong class.

Now train a model on this new CIFAR10, and then evaluate on the normal CIFAR10 test set. How

much accuracy do we expect?

* Model gets highly non-trivial accuracy! (= 45% on 10 class classification)

Fig. from Adversarial Examples Are Not Bugs, They Are Features, llyas et al. ’19. See Blog post at https://qgradientscience.org/adv/



https://gradientscience.org/adv/

Explanation: Datasets have both robust and non-robust features

x,y+1)
generalization
Robust features Non-robust features
Correlated with label ~ Correlated with label on average,
even with adversary but can be flipped within £; ball
Ears Snout ia - 'L cat
Robust features: dog (x, y)
Input Non-robust features: cat generalization
Both predictive on trainset (real test set)

Fig. from Adversarial Examples Are Not Bugs, They Are Features, llyas et al. ’19
Blog post at https://qradientscience.org/adv/



https://gradientscience.org/adv/

Robust training may learn representations more alighed with
human perception
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(a) MNIST (b) CIFAR-10 (c) Restricted ImageNet

Visualization of the loss gradient with respect to input pixels. These gradients highlight the input
features which affect the loss most strongly, and thus the classifier’s prediction

Fig. from Robustness May Be at Odds with Accuracy, Tsipras et al. ‘18



Distributional robustness




Distribution shifts: Setup

Recall that in supervised ML we care about expected loss (or the risk) under some
distribution D:

We measure this with a test set.

Generalization gap

(Test error — Training error)
Training > Test

set set

What if we get training samples from D, but test samples from D’?



Distributionally robust optimization for subgroup robustness

In usual supervised ML we care about finding some predictor f* such that

£ = argmin{E( y-pl €(f(x).9) |}

Suppose we have a set of groups g € G, each of which defines some distribution D, (which could
be a re-weighting of D with respect to the marginal of x). Then we can define the distributionally
robust formulation of ML as:
SR i ' R S P 4 : }
fio = argmin{maxEq,.,)p, [((/(2).4) ]

As 18 usual in supervised ML, we do not actually have access to the distribution D, but work with
empirical samples.

. 1

e ()

Joro := arg ?%1%{?&2( [#samples from group g| Z (f(@):y)
(w,y)€ group g

Also see Distributionally Robust Neural Networks for Group Shifts: On the Importance of
Regularization for Worst-Case Generalization, Sagawa et al. 20



Algorithmic fairness

State of the world }< -------------------- >{ Individuals
A
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Fig. based on the book Fairness And ML: Limitations and Opportunities
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Unfairness could arise in various ways

Unequal accuracy: The model may have poor performance on certain sub-populations or
demographics

Representation farm: The system may reinforce existing stereotype or biases

Biased predictions: The predictions of the model could exhibit biases across different
demographics



Unfairness could arise in various ways

* Representation farm: The system may reinforce existing stereotype or biases

* Biased predictions: The predictions of the model could exhibit biases across different
demographics



Bias in representation: Word embeddings

‘ Word analogy questions:
man woman man queerll kingf,r
o man: woman :: king : ??
o Sead woman
king . ®
/\queen, woman man  homemaker computer programmell‘
Gender stereotype she-he analogies.

Male-Female sewing-carpentry  register-nurse-physician housewife-shopkeeper
nurse-surgeon interior designer-architect softball-baseball
blond-burly feminism-conservatism cosmetics-pharmaceuticals
giggle-chuckle vocalist-guitarist petite-lanky
sassy-snappy diva-superstar charming-affable
volleyball-football cupcakes-pizzas hairdresser-barber

Gender appropriate she-he analogies.
queen-king sister-brother mother-father
waitress-waiter ovarian cancer-prostate cancer convent-monastery

From Man is to Computer Programmer as Woman is to Homemaker? Debiasing Word Embeddings, Bolukbasi et al. ‘16



Bias in representation: Image generation

a software
developer

a flight
attendant

a terrorist

a thug

an emotional
person

Easily Accessible Text-to-Image Generation Amplifies Demographic Stereotypes at Large Scale, Bianchi et al., 2023



Model amplifies existing biases

Percent of occupation identified as female

Firefighter q
Taxi driver -
Software developer —

Percent of generated images
Chef -
A4 model represented as female
| p Pilot

| Percent of occupation
self-identified as female

P Cook
| D Flight attendant
} Therapist
| P Nurse
| P Housekeeper

No 25% 50% 75% All
female female

Percent of occupation identified as non-white

pilot <
Therapist - I Percent of occupation
Flight attendant — self-identified as non-white
Chef — o Percent of generated images
Software developer — model represented as non-white
| P Firefighter
| P Nurse
| P Housekeeper
I P Cook
I D Taxi driver

No 25% 50% 75% All
non-white non-white

Easily Accessible Text-to-Image Generation Amplifies Demographic Stereotypes at Large Scale, Bianchi et al., 2023
For more discussion, see A Systematic Study of Bias Amplification, Hall et al., 2022



Unfairness could arise in various ways

* Biased predictions: The predictions of the model could exhibit biases across different

demographics



Bias in predictions: The COMPAS software

* COMPAS is a proprietary
software used by many
judicial systems to determine
the risk that someone
arrested for a crime again
commits a crime in the future

e Used for decisions such as for
deciding bail

Current Charges
O Homicide & Weapons ] Assautt ' Oason .
] Robbery [ Burglary L] property/Larceny O Fraud
(J brug Trafficking/Sales [ prug Possession/Use O pbuyouil ) other

(J sex Offense with Force () sex Offense w/o Force

1. Do any current offenses involve family viclence?
& no D Yes

2 mmwuseatte—guyrepmsenswmstsemammoﬂem?
([ Misdemeanor [ Non-violent Felony &) Violent Felony

3. Was this person on probation or at the time of the current offense?
4 Probation (] Parole [ Both [ Neither

4, Based on the screener’s observations, Is this person a suspected or admitted gang member?
O no 4 Yes

5. Number of charges or holds?
MoO10020304+

6. Is the current top charge felony property or fraud?
N0 ves

Criminal History

Exclude the current case for these questions.



Biases iIn COMPAS
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There's software used across the country to predict future criminals. And it's biased against blacks.

machine-bias-risk-assessments-in-criminal-sentencin



https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing

Two Shoplifting Arrests

UAMES RIVELLI ; ERT CANNON

LOW RISK 3  MEDIUMRISK @

After Rivelli stole from a CVS and was caught with heroin in his
car, he was rated a low risk. He later shoplifted $1,000 worth of
tools from a Home Depot.

Two DUI Arrests

GREGORY LUGO MALLORYAWIELIAMS
LOW RISK 1 MEDIUMRISK @

Lugo crashed his Lincoln Navigator into a Toyota Camry while
drunk. He was rated as a low risk of reoffending despite the fact
that it was at least his fourth DUL

Two Drug Possession Arrests

; BERNARD, PARKER
) = -~ e
LOW RISK 3 HiGHRiSKk 10

Fugett was rated low risk after being arrested with cocaine and
marijuana. He was arrested three times on drug charges after that.

Two Petty Theft Arrests
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Borden was rated high risk for future crime after she and a friend
took a kid's bike and scooter that were sitting outside. She did not

reoffend.

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing

“In forecasting who would re-offend, the
algorithm made mistakes with black and white
defendants at roughly the same rate but in very
different ways.

* The formula was particularly likely to falsely
flag black defendants as future criminals,
wrongly labeling them this way at almost twice
the rate as white defendants.

» White defendants were mislabeled as low risk
more often than black defendants.”

We will also see later that there are inherent
tensions here: the COMPAS algorithm is biased
in one way and unbiased in another, and it may
be impossible to simultaneously be unbiased in
both.



https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing

Bias in predictions: Predicting disease severity

Quoting from the paper:

* Health systems rely on commercial prediction algorithms
to identify and help patients with complex health needs.

* A widely used algorithm affecting millions of patients,
exhibits significant racial bias: At a given risk score, Black
patients are considerably sicker than White patients, as
evidenced by signs of uncontrolled illnesses.

* Remedying this disparity would increase the percentage of
Black patients receiving additional help from 17.7 to 46.5%.

* Bias arises because the algorithm predicts health care costs
rather than illness, but unequal access to care means
typically less money was spent on care for Black patients
than for White patients.
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Dissecting racial bias in an algorithm used
to manage the health of populations,
Obermeyer et al., Science 2019



Some more instances of algorithmic decision making gone wrong

2116 © © O ®480%

Aug 19, 2020 - Technology

() & theatlantic.com/technol  + (&

How an Al grading system ignited a

national controversy in the U.K. = A -
The Atlantic

e Bryan Walsh, author of Axios Future

TECHNOLOGY

It Was Supposed to
Detect Fraud. It

Wrongfully Accused
Thousands Instead.

How Michigan’s attempt to automate its

unemployment system went horribly wrong

By Stephanie Wykstra and Undark

A huge controversy in the U.K. over an algorithm used to substitute for university-entrance

lllustration: Eniola Odetunde/Axios
exams highlights problems with the use of Al in the real world. ﬁ% w ﬁ %

Link to article

Link to article



https://www.axios.com/2020/08/19/england-exams-algorithm-grading
https://www.theatlantic.com/technology/archive/2020/06/michigan-unemployment-fraud-automation/612721/

Some more instances of algorithmic decision making gone wrong

€he New Nork Eimes

TeChn0|ogy Featured Topics Newsletters Events Podcasts Signin Subscribe
Review

There Is a Racial Divide in Speech-

Recognition Systems, Researchers Say

Technology from Amazon, Apple, Google, IBM and Microsoft
misidentified 35 percent of words from people who were black.
White people fared much better.

ARTIFICIAL INTELLIGENCE

LinkedIn’s job-matching Al was biased. The
company'’s solution? More Al.

£ iethisartice 2> []

ZipRecruiter, CareerBuilder, Linkedin—most of the world's biggest job search
sites use Al to match people with job openings. But the algorithms don't always
play fair.

By Sheridan Wall & Hilke Schellmann June 23,2021

Amazon’s Echo device is one of many similar gadgets on the market. Researchers say
there is a racial divide in the usefulness of speech recognition systems. Grant Hindsley
for The New York Times

Link to article Link to article



https://www.nytimes.com/2020/03/23/technology/speech-recognition-bias-apple-amazon-google.html?unlocked_article_code=RZU3a2ioZ2GP2fpn1TY1socFyOeW3-OMZhNalKuPcgqLc1JTaU-giCsBm4AMB31H-pHlkKLjc8yI4gqbUy5nazpxVEsoQiK6egcjks-hkgxo08OhEsDznTk70lTb1yDKS60a1uudrs84BZtMIoPdP3khYZnpEQVUORmFwSj_qSN0vE9AnzSvyZ5x0x6Z1KW8aX2k1kODcogOmmB5Kqqs8MErMzcAKIk7-tpv7KTuRG-CCoVSGe9Q33Ca5A6Ti1jfBKl0D_G-BRkmBp7iXe29UmmXxIseO5agr555XikzKPLORK5BPSD8U8Mv4bgIGFKtKk9rxLVUGpLkaagfApltZiPPPSOO34PrELX84qryGEQsTtORP19cYw&smid=share-url
https://www.technologyreview.com/2021/06/23/1026825/linkedin-ai-bias-ziprecruiter-monster-artificial-intelligence/

Introduction to
algorlthmlc falrness
' notlons



How to obtain fair classifiers?

Observation: No fairness by just excluding sensitive attributes
Why? Sensitive attribute can often be reconstructed from other features

Zip code has a lot of information about race



Ensuring fairness in classification: Group & Individual fairness notions
Two broad classes of fairness notions in classification:
Individual fairness: Algorithm treats similar individuals similarly

Group fairness: Algorithm is “unbiased” on protected groups (such as race, gender etc.)



Individual fairness

Define a metric d(x, x") for the similarity between any two individuals x and x'.

YM‘V‘Q.‘%T"”' STiA SIRRCE Mantron

eg:.d(,x)=N1x—x"1,

If classifier predicts p(x) as the probability of label being one for x, if

lp(x) —p(x")| < pd(x,x'),

then predictions of the classifier are individually fair with parameter u.

Two Shoplifting Arrests o
. If these two individuals

are similar, then their
risk scores should be
similar.
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After Rivelli stole from a CVS and was caught with heroin in his

car, he was rated a low risk. He later shoplifted $1,000 worth of . . . .
- Fairness Through Awareness. Cynthia Dwork, Moritz Hardt, Toniann
Pitassi, Omer Reingold, Richard Zemel. 2011




Group fairness

Group fairness notions require that the models predictions obey certain properties over
protected groups (e.g. by race, gender).

Many different notions have been proposed
e Statistical parity
* Equalized odds

e (Calibration across groups



Statistical parity/Demographic parity

Binary classification setup (e.g. admitting a student to a degree program)
* Classifier f

* Datapoint (x,y)

* Sensitive attribute a € {0,1}

Statistical parity (also known as demographic parity): Pr[f(x) =1|a =1] =Pr[f(x) = 1| a = 0]
X X

In words: Predictions are independent of sensitive attribute
E.g., admit equal fraction of men or women into program
Can be too strong if labels and sensitive attribute are not independent.

E.g. if one demographic is more likely to be qualified than the other



Equalized odds & Equality of opportunity

Same binary classification setup (e.g. admitting student to degree program)

» Classifier f
* Datapoint (x,y) Just having 15t constraint (for y = 1)
* Sensitive attribute a € {0,1} gives equality of opportunity
Equalized odds: Following 2 constraints are satisfied /
pt 97
1. Pr[f(x)—lla—ly—l]—Pr[f(x)—lla—Oy—l]
é(w( h, Wy

2. Pr[f(x)—Ola—ly—O]—Pr[f(x)—OIa—Oy—O

Recall for class 1 =
Equivalently: T\ | Y | hy £§[f(x) =1ly=1]
Recall for y = 1 is the same for both groups (1t condition)
False positive rate (FPR) is the same for both groups (2" condition) FPR =

£§[f(x) =1]y=0]

Also equivalent to saying: Conditioned on label, prediction is independent of
sensitive attribute

From Equality of Opportunity in Supervised Learning, Hardt et al. ‘16



Equalized odds

E.g. Professor Snape has to admit students to his Advanced

Potions class. Is Prof. Snape fair based on
(i) statistical parity,
100 students apply from Slytherin (80% are qualified) (i) equalized odds?
_ Qualified Unqualified
Accepted 60 5
Rejected 20 15
Total 80 20

100 students apply from Gryffindor (40% are qualified)

_ Qualified Unqualified

Accepted 30 15 Statistical parity :
Rejected 10 45 ,1?,§[f (x)=1la=1]= }j;[f (x)=1]|a=0]
Total 40 60

Equalized odds:
Prff(x)=1]la=1,y=1]=Pr[f(x) =1|la=0,y =1]
x,y X,y

Eg[f(x) =0la=1y=0] =£§[f(x) =0la=0,y =0]



Calibration

Calibration: A model f for binary classification Calibration Plot
is calibrated if

1

1.0 1

0.8

le;l;[y=1lf(X)=a]=a

Informally, this says that “predictions mean
what they should”

0.4 1 Overconfident

0.2 1

Well-calibrated

Fraction of examples where Y

004 -

0.0 0.2 0.4 0.6 0.8 1.0

Model’s output P(y=1 | x; 6)

This is known as a reliability diagram



Calibration across groups

A model f for binary classification is calibrated for
groups defined by sensitive attribute a if

313r[y=1|f(x)=a,a=1]=a,

)

Prly=1|f(x) =a,a =0] = a.

)

Informally, this says that “predictions mean what they
should for each group”
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